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Security Problems in MIPv6

?Is IPSEC adequate ?
? Global key distribution mechanism ?
? Burden on the terminal of limited capability ?
? Other possibility ?

?IPv6 problem ? vs. MIPv6 inherent problem ? vs.Problems
aggravated due to wireless environment ?
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Security Problems in MIPv6

?Redirect attack may be remote
? Attacker do not have to be on the same link as the communicating

peers

New
Network

Coresponding
Network

MN

CN

Remote Redirection
Attack

Old
Network

MN
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Security Problems in MIPv6

?Home address ownership problem 
?Tamperingwith the Binding Cache Entry

? 인증되지않은바인딩캐쉬항목생성 at HA / CN /at temporal HA
? Dos Attack

• Divert
• Make an entity busy, not doing any useful job

?Masquarading AP in wireless environment is disastrous
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Attack 종류
?Passive attacks

? Read packets (ex. Address, Password sniffing attack)

?Active Attack: Modify or write packets
? MITM Attack
? DoS Attack
? Masquarading Attack: MN(CN), HA, AP

?Threat Models introduced by Mobile IPv6 and Requirements 
for Security in Mobile IPv6
? <draft-ietf-mobileip-mipv6-scrty-reqts-02.txt> by Allison Mankin등



Mobile IPv6 Security Y. Mun 7

Detailed Threat Scenarios

Topology information exposed
Use HA as a reflector
Use HA as a reflector
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Attacker located anywhere
?Threat A.1

? Attacker knows MN’s Home Address (& CN’s address)
? Attacker sends BU to CN

?Effect: DoS Attack

CNCNMNMN

AttackerAttacker BUBU

Divert (Divert (DoSDoS))
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Attacker located anywhere
?Effect: MITM Attack

?Requirement
? BU를보낸 node가해당 Home Address에대해 binding update를할
수있는권한이있는지확인

CNCN
MNMN

AttackerAttacker BUBU

MITMMITM

BUBU
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Attacker located anywhere
?Threat A.2

? Attacker sends ICMP unreachable for MNs COA

?Effect
? Packet from CN will go through HA

?Requirement
? Not specific to MIPv6

CNCN

HAHA

MNMN

AttackerAttacker ICMP Unreachable for ICMP Unreachable for MNsMNs COACOA
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Attacker located anywhere
?Scenario A.4 (BU Flooding)

? Attacker sends MIPv6 nodes BU rapidly
? Exhausts Binding Cache of MIPv6 nodes

?Requirement
? MIPv6 node SHOULD verify the authenticity of BU
? MIPv6 node SHOULD have the capability of rejecting BU

CNCNMNMN

AttackerAttacker

BUBU

BUBU
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Attacker on Home Subnet
?Threat D.1 (Fake BU to CN)

? MN is on Home network ?Attacker easily aware CN since it is on 
same subnet as MN

? Attacker sends fake BU to CN

?Effect: DoS Attack

CNCN

HAHAMNMN

AttackerAttacker

BUBU
Divert(DoSDivert(DoS))
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Packet Reflecting Threats
?Threat H.2 (HA as packet reflector)

? DDoS Attacker is easy to hide

DDoSDDoS targettarget

HA1HA1

AttackerAttacker

HA2HA2

HA3HA3

HA1 believes that one of 
its MNs COA (MN1) is the 
address of DDoS target

HA3 believes that one of 
its MNs COA (MN3) is the 
address of DDoS target

Send packet
to MN1

Send packet
to MN2

Send packet
to MN3

HA2 believes that one of 
its MNs COA (MN2) is the 
address of DDoS target

Tunneling to MN1

Requirement:

SA between MN & HA, so BU is authenticated
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Packet Reflecting Threats
?Threat H.3 (CN as packet reflector)

? DDoS Attacker is easy to hide

DDoSDDoS targettarget

CN1CN1

AttackerAttacker

CN2CN2

CN3CN3

CN1 believes that 
MN is DDoS target

CN3 believes that 
MN is DDoS target

Send packet
to CN1

Send packet
to CN2

Send packet
to CN3

CN2 believes that 
MN is DDoS target

Reply to MN

Requirement:

CN confirms that node sending BU has 
right to BU for that Home Address
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PBK
?A Framework for Purpose Built Keys (PBK)
?<draft-bradner-pbk-frame-00.txt>
?S. Bradner (Harvard), A. Mankin(USC), J.I. Schiller (MIT)

?Not intended to be uses as the proof of the home address 
ownership
?Session 중여러번 BU를보낼때(rebinding), 연속적인 BU
가동일한MN에서오는것인가를확인목적
? Session 시작시처음의 BU에대한 HoA ownership 인증은못함

?PBK: MN이생성하는 Public/Private key pairs
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PBK-동작

HASH(Public key) = ? EID)

MN CN

EID

BU signed by Private key in option, Public key

BU signed by Private key in option, Public key

EID(Endpoint ID) 생성

Public key 검사

Nonce나 Timestamp 
추가 가능

EID 저장

BU 추출

Public/Private key 생성

Session 종료시
Public/Private key 폐기
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BU3WAY
?Securing MIPv6 BUs using return routability
?<draft-nordmark-mobileip-bu3way-00.txt>
?Erik Nordmark (Sun)
?Assumption

? MN & HA has SA (in both directions)

?Purpose
? 프로토콜의복잡성을최소화하면서보안성을향상
? Cookie가돌아오는가 ?
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BU3WAY-동작

2. Binding Update Challenge(BUC)

1. Binding Update Request(BUR)

2. Binding Update Challenge

3. Binding Update

MNMN
HAHA

CNCN
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SAP
?Dynamic security association establishment protocol for IPv6
?<Draft-mkhail-mobileip-ipv6-sap-02.txt>
?M. Khalil, H. Akhtar, E. Qaddoura (Nortel)

?DH 이용하여키생성
? 이키로 BU를인증
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SAP-동작

MN CN

BW(CKY_m, PBk_m,N_m, SA)

BR(CKY_m, CKY_c,  PBk_c, N_m, N_c, SA)

BU(CKY_m, CKY_c,  N_m,CoA, HASH_m)

BA(CKY_m, CKY_c, N_m, N_c, HASH_c)

SSK 생성

SSK 생성 &
메시지 인증

CKY_m=prf(LSV_m, MNIP|CNIP)
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BAKE/2
?Authentication of Mobile IPv6 Binding Updates and 

Acknowledgements
?<draft-roe-mobileip-updateauth-01.txt>
?M.Roe, G.O’Shea, T.Aura (MS) & J.Arkko (Ericsson)

?CN이 Session key material을둘로나누어,  각각다른경로
로MN에전달
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BAKE/2-동작

2. K0,j

4. Session Key K2 생성

1. ADDRS

2. K0,j

3. K1,j

5. ADDRS,0, MAC(ADDRS, 0; K2), j

6. ADDRS, i, MAC(ADDRS, i; K2)

MNMN

HAHA

CNCN
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CAM-DH
?CAM-DH combines BAKE/2 with digitally signed Diffie-

Hellman key exchange
?Each MN’s HoA is algorithmically related to its public 

signature key
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Shared Key
?MN과 CN이이미한개의비밀키를공유하고있다는전제
하에, Session key를설정하는프로토콜
? 비밀키는장기간유지

3. K2 생성

1. ADDRS

2. K1,j

4. ADDRS,0,MAC(ADDRS,0;K2), j

5. ADDRS, i, MAC(ADDRS, i; K2)

MNMN

HAHA

CNCN
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BAKE
?Binding Authentication Key Establishment Protocol for 

Mobile IPv6
?<draft-perkins-bake-01.txt>
?Pekka Nikander (Ericsson) & Charles Perkins (Nokia)

?Tunnel between MN & HA is assumed
? Not necessarily protected by ESP
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BAKE-동작

6. Binding Key 생성

1. Binding Warning

2. Binding Key Request

3. Tunneling of Binding Key Request

5. Binding Key Establishment

4. Binding Key 생성

(3rd message)

(2nd message)

(1st message)

MNMN

HAHACNCN
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결론
?MIPv6 

? 보안선결필요
? Not to be relied on global mechanism
? IPSEC

• Draft 15: Not mentioned

? Expected not to be easily agreed
• Effectiveness vs. Burden

? Just one or more than one ?

?IPv6 보안문제해결 ?


